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(57) Abstract: 

PROBLEM TO BE SOLVED: To freely deliver and 
distribute contents, and to flexibly set a license for 
using the contents. 

SOLUTION: A contents server encrypts contents in 
providing the contents via the Internet to a client. 
Then, attribute information associated with the contents 
is described in the header of the encrypted contents. 
The client acquires a license to permit the encrypted 
contents by performing an access to a license server to 
acquire a license where the attribute information of the 
contents fulfills an attribute condition. 
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Eiffel] Bg-SHbuvx^x— S <h JSttlf ffi .!: £ 
3 >ir > y £ Sffif -5 a >t- t . 

iittIB 3>x>y£ faiSf 3 n > t- > V iB«#S i: , 

« LfcB1±ft#£$*;7 -b >X -5 =3 -fbVX 

ItrfB^ -< -fe >X ^IBHf 3 ^ J -b >xfBit^K i: , 

van ^ -r b > xsbissp izf a® £ ^ r t * a ^ -< -b > x *< % 

Bir IB 3 ^ t- > V O IMBHteffi $B*< Mil* ^ -< -b > X £> Jltt 

-< -b >x<Datt^$-iny- = -r t Ltz c £ i=&-3 i* 

T, 1HfB=i>-7 L W(DB5iBBt-§"(b3>^ : ->^7 ; — S»^^ 

^^■b-an&j&s, -t*^»frss}3S«iiBea)is 

[»#JS4] mrlBSttllBliUa- K^tt, T— 
XK 'J'J— XH, 3>T->^3£fr# % ^-V>;K -y-^ 
X* y ^>a>, ^fclAb-^M-M-f siitsgizj; y& 

[«*«5] BtjiBStt*#i*«i4^@, area, atf 

£ eft LfcBttlfe#£ ^t;5 -f b >X *-«l=|H»J 
•T & 5 f -fe > X I D £ $ fr^ -f -fe > x S £ S A r 5 § « 

^ -f -fe > X £ ^ •< -tr > X I D t * 1=1311 -t £ IBS t . 
ftriB^ •< -tr >x^ic^s tL^MIB^ -f -b >x iDCrfcf j£ 

-f a MB ^ -< -tr > x £ & y jx y a^^is t , 

iti IB ^ -r -t > x ic m^mz & nm-r 5 #s <t , 

^ -f b >X IziS^ i d £ JQ-T S 5 -f -tr > Xfiili# 
^«SS. ^ C i: * tt«t& -f «tf 6 IBm<Ott#S«Qiig 

s. 



■f > ^ ^ 5S«-r ^ J^«^IS i: . 

BfrlB3>T->*>(c^*^i,strtBJltt'tt$SI*, S^a>-r 
> y ^ fijffl -f ^> &lz ? -4 -b >x ©Mttlfefr $ iSfc-f 
*•> £ ¥9 Br "T 5 tz tb I = ffl l \ c, *t ^, ft n V fe y , 
frlB : 5'l'b>x<Datt^#lifiJfflT-*^BlIfB=i>^r/«v 

<owrfBSttif ^rcii-rs^#^iB« Lfcis$gT-fe*. 

BttfBn >^ > ^ IBH-T Sa>f^ IBitX "rvztt. 

mmv # s a >t >^©mia«ttfli $gicii-r ^ is 

42 Lfcgtt^^^-t;^ -f -b >X?ait57 -i* -b >X 

1MB ^ -f -b > X ^ IB1fr -5 ^ -f -b > X bBH X ■? ^ i: . 
BtrfB^-f -b >xlB1tSBlc|EtS* 4xTt>5» : 7 -f -b >x*<. 

BfriB=j ^-x >«>(DmriBMtt'rf #SA<^»^ -r -b >x©M14 

^ #■ $ 31 "T 5 5 *"J ^ f -5 fJ ^ x t- -v ^ t , 

B?riB*ys#aA<irriB3 >^ >y<omum&ffimtfmWi^ 

-f -b >X(DJlttlfe^*^fc-r i: L tz Z t icS-^U 

g!rfB(S#^iS(= «fe ys^j^ifca >x>^x— -5< ^tb^i 

W IB zi > -f > V & IBH-T -5 3 > t > IB1S X t- ^ t . 

m LfcMtt^fr^^t? ^ 4 -b >X i> ^ -f b >X 
SfiX-x^^i:. 

fllB^ f -b >X *IBlfi-r =7 4 -b >X|B1SXt- 'V zft. 
mrlB^ -f -b >xsB1iSPlcfB'tI $ *i.T 5 f -b >x 
IfTlBa >x mflBat41t*SA<^»5 -< -b ^XOBtt 
^fr$;Hfc-rA^S*^¥U^-r-5*iJ^Xx-v^<t, 
B-TfBfiJ^&tfiliTtBa >x >'>a>BtFlBHttW?SA<SiS^ 

"bi'XroJStilfe^S-jSfcTtfJS LfcC <t 
t, ItrtB^ ^-x^'XDmllBBt^-fb^ ^x^'^x— 

s«jiaa-§-^si= ct; y $ ^.t= n > t- > $ ^ a * 
* 3 > tf 3. — ji iz mn $ -b zf p 5 a. 
#t =i > 7- > *y $ gfrr a >x > v 5fs x t v zf 

ffi IB a > t- ^ £ IBiS f -5 =i > t- > ^ !B1t X -f- -v ^ t s 
* i] ffl t? £ 3 =i ^ x > V <D BtJlBB tttSIS I - H T -5 9k tf- & IB 




V 



(3) 



m LfcWtftttS fstfy^ -tr >X -5 =7 -f -tr >X 

fill a ^ -r -b :> x $ i att-f -5 5 -r -tr > x eh x t zf t % 

US2=i >x > y<Dliuf2JgtMf$SfrMSS ^ -< -te >x ©Jitt 

£ » -r frg fr £ fij je -r -s *ij s x x y t * 

iai2*U£#fSfr«irS2P > v (D HirieJl141tffi*<aM^ 
T. mJ!23> ; r>^(DBtrI2Bg-§--fba>-x> , Vir— $ £tt 

fiiiaa^sicfc >^>*>7 i — s» 

y^Afrte^ftfcrfp^At&iiajgtt. 

i&wommtiiistm 

[0001] 

XSttt, ^P^-MS^t*, fttfiz^p^Alzll 
U SfNt#frt>7-r-tr>x£gl+Tl^fc:OP> 
^yfr^JEIzptf— ipiJffl$^S(D^BSJh-r-5c 

[0 0 0 2] 

fr. a#g*fr&ftLTi^^ir— $£{fe©p.— -tfi:: 

UttU gttg^fr&lf UTl^l^^T— • > £fl&<DP 
— !ffr&«tt££(t«J:3f=LT. *gj&CD3.— tffr&s** 

[0003] uWaiSv^fAtlt SfiMirii. i 
P--1ffrp>^>';/£&ALfc<<E£fc4t>, 3>f>'V 

££■5 clicks. 

[0004] tzx^ mft£hz>zi>T>vte&fTitL 

<fc -5 (c-f 5 <fe -5 |c Lfc vXfAA'feS. 
[0005] C<D<fe5lcf-5Cit?P>-T->'V^gfi|c 

£>C£frT-£.S„ 
[0 0 0 6] 

imWtfMikL&Tt-tZmmi LfrL&frt,, ±I2CD 

^KtSSLfcy. KlclB^£ftfc ; 5-1'-tr>X<J:c>T?iJffl 
T- £ 3 p >x > y £ ^fclciH^-r & C £: frit L fro 7=. 
[00 0 7] *^B^lica)J:5^«;JElr^T^$*ifc 



■fe > x i = & o t *j m X- # £ p > t > yro n $ e & i c is 

s-r § c t *< r* ^ -s j: a ic-r •§ t <n x & 

[0 0 0 8] 

>a^';/£g{i-f 5p>^:/';/gfi^K£. firtfip;>T- 

>'>$t21t-r«p>^>^fBiI^ei:. f(Jffll?#^p> 

f27-f-b>X^IB1I-r-5 ; 7-r-tr>Xl21t^Ifii:, fiifH^ 
-<-b>Xf2ffi$picfHtI$^irL^7-l'-tr>Xfr, MIBp 

jHfct-frSfr^¥iJS-r^¥US^I6i:> B5fBfiJ^^lftfrBtr 
IB p >x > l > © BirlB® 141tf Sfr S S 7 -f -tr > X OSttlfe 

<D wimtfe^it p > t- > V t— ^ ^ tt-^-T i: , 

Huf5tg#^SIc «fc y ffi-^- $ p >^ > ^ ^ tb * 
"f -S tb «t z. « c t £ ,t -r -S„ 

[0 0 0 9] SiTlBP^^^'Vli, SlCBiJfBP^^-^^T 1 

— ^^tg-^-f 5fcft©a ^#t?«taic-r-5 
ctfr-cg?^,, 

[0010] wiag'ttit^gi*, m&mstm&mom*- 
•a-^-e-fr e> -s c t: fr t? ^ 5 o 

[ooi i] mrlBJlttiiattup— K^tt. r— t^x 
[0 0 12] t!rlBJS'ttS%#liS14S S , JlttfiS. &t;;16 

ff^roiisa^tJi+fr t> ffijig-r ^ c t fr -e ^ a „ 

[00 1 3] #%0Jirom2<D'tt$E*&31g^l*, P^> 

ic ^ ^ ft a jgi4it fg ic m -r -5 ^fe ^ * IBIS L fcS tiS^ 

^t;^ -T -tr >x ^ — jSlruasijf -5 ^ -T -tr >x l D^#t; 
7-C •fe>x^3ft£g{i-rsg{i3MS:<t: % ^-Y-tr>x^^ 
-r-tr^XIDt^lriBli-r^fBtl^Sis ftilB^'f-tr^X 
^S5l-#*ft ^HirfB^ -< -b >X I DlcfctJSf -SfilfE^ -f -tr 
>x^^yjitnsy3i^l6t. mriB^'r-tr^xir^ 
S=S*#An-r-5¥€^ffii:, W*^St3«j:y^€$ftfc 
v'f -tr >x£i£trr SSilfSi: c 

[0014] MfBSiyii^igiCcfcorixyji^ 

ixtz^ ■< -b >XI=4Sm I D£#ira-r -5 a 'T -tr >XfllS^K 

^fit^-sctfr-e^^. 

[00 1 5] *^BJ<73m3(D'tf#B«iS^I*. 8§-5§--ffcP 

•Stalinist, p >^>^^-^izmsij-r-i)P>^> , > 
iD^#t?p>^>^^^g<frsgm^is«t. p>^ 

zmm-tz&m^mk ^m^.^m^m-&mx'^r>x. 

>v$mm? z&iz^ ^ -tr >x<DSi4^$^/r-rfr5 



\ 



> x <o Jit4£ft itm m -c £ & m a =3 > -r > y <z>fiEJStt 
itw=»r a&#£E«2 Lfc««-c*« z t £4#® t-r 

Wo 

[0 0 16] *ftH«>11MR4&9£&{*« Bf-%{b3>7-> 

tti**i=H-r tern Lfc«ttftfr**t?^ -r-t > 

X£g<rf ■55-1'-b>Xg«Xx -v^i:. flijE^-f-bi/ 
X £E1S"f <5 5 'f •b^^.iaffiXx-v^'i:, flirE^-f-b> 
XEHSPKEIS^ftTUS^-r-b^Xj!^ fiJfBa 

=1 >t >f ©«naiitti»«36<a»7 -f * >xOTBtt*# 

[0 0 1 7] ^^W^P^^AJ*, Bg#{b3>ir>^ 

1f aiclB-T Ett Lfc»4*frS v-f -te >x 

*Ettt47-f-b>XEtt^f7^t, iiTE^-f-bi/X 
E1SBlW::E182F;h.Tl*.65-l'-bl/Xjb<. ffirE3>T"i/';/ 
©MffiRttffifffiA^K^ -T -b >X<DB1£3H^£;Kfc-ra> 
Sfr*fl£t6*|gXf Z?£* Buia*iJ^¥-l6A<mria3 

3Sf=-f irftJSLfcctlcS-^lvt, iEa >7->y<DtH 

«rEtt#*SI= J: Ufitiflifca^fi'vf-^IUiA 

f -a aj a x -f v y t $ n > f a.— $ 1= s*t £ -a- s ^ 
[0 0 18] **wo^D^7A*ttJ«(*i=«Hrt*tir 

frE3>-r>^*E1Sf -53>T->^E1SX7 i ^^ 
t . « ffl -C * * a V t- > ©mEMtt««l= Mr * ft# 
*E« LfcJittftfr *^t?5 -f -b >X £3frr -5 5 -f -b 
>X§flXf7 7*i > HTE7-<Hz>X*E1S-r'57-<"b 
>XElXf77'i:. WE5-f-b>XE1lSfl=Ett**t 

-f -b >x©«ttftfrss»fcr frgfrsfls-r -sfj 

14 1W EA< a tt 9 -f -b > x <D B ttft # * ffi tz T t « JE L fc 
- 1 lw»r3L\r, SJEa >t- ^yamEBt-^-fba >^ > 
vf-: Smt^ffi^f-vT'i, WE*#*«l=«fc 

y «^ * *i fc 3 > t > y t — $ $ u 73 r a * * t- ^ 



i:^3^ea.-^|=||fl$-a-^^ , py : 5Arfc-5 <> 
[0 0 19] 

>'>^i«vX J 7 1 Aa)mfi^^^L,rL^€>. -f>?-*»^ 

[0 0 2 0] ^fc. f-21-tt, •J7 7-<T> 

h 1 l-«LT3>^>^$-^-r5zi>^>^-9— 

3. 3^^>«y-y— /^3A<Stt-r53>^>^^=Fijffl-r 

5a>IC!&^'S : 7-<-b>X$ 7> h 1 l=*tLT#-^ 
-r-55-f-b^X-y— /^4. fcitf^-f T> hi A^-f 
•b^X^g;l+5Sl-ofc«^|c % -tO^^-f T> h 1 IcML 

r raai ^ ft 7 i^^-y— / ^ 5 t>mm $ *tr 1 » -a . 

[0021] :tib«p > J 7 L >^-y— /^3, ^-f-b^x 
■9— /<4, fccfciXii^-y— /<st, ffjftw^ss, 

— ^--v h2lrfg^^tt-5„ 

[0022] ®2l*^v-<r> h 1 <D«J?E$-aLTt^ 

So 

[0 0 2 3] g]2 IzfclNT. CPU (Central Processing 
Unit) 2 1 ROM (Read Only Memory) 2 2lc!EH£ 
*LTl>&:/n^A % *fcl*lHHSf2 8 j&n&RAM (Rando 
m Access Memory) 2 3 (CP— K£ ttfc^P^^ 

fTl\ B#£lJ1f*E£CPU2 1 iz&ife-t&o RAM 2 3{Z|*^ 

fc. cpu 2 1 3W#ao«a**tT-r*±i=*5i^Tie«ft 

[0 0 2 4] Bt#<b«-§-« 2 4 14. ^>ir>VT— $5 

^r— $£ffi-&-T£ffl!3!£fT5p =>— 5 14. 09 

K.(4. ATRAC (Adaptive Transform Acoustic Coding) 

^^i-X3 2^Lt K^-f^3 0|Zfi£JSS!$:*l.r 
L^*#ilH*>^iJ4 4«=«*SU lE^^^-So fc£lM4 

4 4cfcyE£**UJLfc, KcFHTt^T 
[0 0 2 5] ij 4 4 14. «xtf. y^'JXf 

[0 0 2 6] CPU 2 1 . R0M2 2. RAM 2 3. Bt^ttt^ 
*BEI-*l*4#iTl^*. CC0/^X3 1 (z(4S/c. Aft*) 

[0O27] Aft*l^>^^Ji~-X3 2IZI4. *—7£— 
K. T^Xftfck U >S*A*$B2 6. CRT. LCD&ifcky 

27. /\-Kx -f A^ftifJ:y«J«S#l*E*»2 8. 



[0028] AUJ*J*f >^7i-X3 2 (Zli^fc. &g 
3tf-T^i742, ^^tV A£ 4 3, HlM*3mMM 

*<>a h— ;i/$+iS„ 

[0 0 2 9] H3RI*«B&-r4A< % =3 >-x>*>+r— 

/<3. 9*f-fe>XU— /\*4. H4if-/^5t, g]2 (Ztf 

L fc 9 5 -Y 7 > h 1 fc f c f^4§a>«/& £ * 3 > 

*f=J:ytMKdti«. 

[0030] g]3(0^p— ^-v — hJ#ILT, 

0=y^Tly h 1 A^^-T^y-y— /<3 ^ t> a 

[003 1] *f2&«. A*SP2 6$sf^-r^-<t-e=i 

/<3lz»-r*T^H2X*«*-r*4:. CPU 

icfctxr, a.— tf*< % A*gP2 6£}§fEL-c\ 

It5a>^>-/£fg5£-r&£. CPU21I4. ^©»3&Ht 

«*si«*y. aflrai2 9fr& % ^>$-*^h2^ 

3l=fclvc % CPU2 1I4, ilffffl5 2 9£:frLT\ ZCDn 

[00 3 2] &|C. EI4(D^P— h^#B§LT. 

T^ttBBICfclvc* 0 2<D9^-f7> h 1 <Dfit/£l4. a 

[0 0 3 3] ^f7?S 2 1 fCfclNT. =3 
/<3<7>CPU2 1 (4. -f>*-*-/K26^61ffl»2 9S 

9^-f7> h 1 *>6SI«**tr#fc3>-r>*> 

[00 3 4] Af 7^S2 3(ZfctNt, =3 Is^rlsV+f— 
/<3(DCPU2 1 14. IB1S02 SKKIt^ih/COSa^T 1 

>y?~ &o)tpfrp> % xt-vzFs 2 2 ©jBi-cBiyas 

ttfdS^T?f|^SF*lfcD>7 L ^^^^.ttJt"o CPU 2 1 



14. XT-VZtS 2 4|Zfcl>T. Gtttt2 8^&R»ai$ 

[0 0 3 5] E1BSP2 8(ClB'tt$tLri>^=3>T>*>T 
— £1*. =1— 7*902 5(Ccfcy. KICATRAC3^T5tlC 

cky x>a— K£*iTl><5a>-e. ccoxi/a— k**lt 
[0 0 3 6] E1SSB2 8l=7«»t*ff: 

[0 0 3 7] Xf'^S 2 SfCfclxr, 3>t> 

rV-y— A3CDCPU2 1 f* % 5t§1bl/i:=l £ 

LTs V?S 2 6lzfct>T. =l>T>*;/+J— /*3 0> 
CPU2 1I4. Xf-;?S 2 4(DSaS-effg^kLfc=3> J r 

<D1£^W£ ^ttAaLfc^y w MbLfcir 

—9*. a{B«U2 93^&. -f>$-*7h2f^Lt, 

[0038]g|5l4. CCDcfc^LT. =3>7>^1r— 

C<7>^^— "7* (Header) fcir— £ 

(Data) tl=cfey*fi8**l*. 

[0 0 3 9] 'syyiclt, RtttS#g (Attribute List) 

«<*— 3TiJ *9 (EKB (Enabling 

KeyBlock) ) fcefctf. EKB£DNK*ffll*T«-§-4QS"*" £ d 

tfCcfcorW^+i.S h kr(z * y sg-^-^b 3? *ifc =i 

>7>^+— Kc (KR (Kc) ) A<iBS*+tTU5o 

[0040] Sttffiffifzttai±3SatM1±fiSi:a)ia^-& 
[o o 4 i ] B14iIScDfi^$ia6lz^-r<, CID. RCI 

D. CUD, AID. GIDjfcVLIDtt-t^t^za^T-^^. U=i 
JltfU— -<;US— aizBUUf 4 IDT^fe^o RelDatel4=] 

[0042] URU4, 3>-T> % >*Wffl-r«fc«)fl!)5W 

y, eh <Dis*TJ*<n m{*M(cf4. ^^-t>A^ 

[0 0 4 3] 7—^(4. ff«0)«a>»#ft^P*9 (En 
cryption block) ICcty«^**uS 0 ftBt#fc^O*9 
(4, -f — ix-v^U^^ (IV (Initial Vector) ) . v 



— K (Seed) , fc«fct;a>T->^^r— $r ^^r— K'c-CPg 
■SHb Ltz-T—$ EK' c (data) |z .fc y « J* S *l/C I * 4 . 
[004 4] *-K'cf*. ^5tlZ^y^^^^ct5(3. 

[0045] K* c=Hash (Kc, Seed) 

[0 0 4 6] -f-v^;U^^7 h-;HV KSeedli. # 

[0 0 4 7] dOlft-EHbtt* □>f>Wf-*£8A 

/<-f KDB»ftl*, Sm<D8/W KDBt#-fbO)te«*fiJ 
ffl LTfrfrft'&CBC (Cypher Block Chaning) fE— K"C 

[0 0 4 8] CBC^E — K0>»* % fttO©8/U h<^)=3> 

"risV?— frtuMlbf**:*,, ^-<Dmre<7>8/<^ ho 

[0 0 4 9] ^ CD CBC^— K(::«fc5Bg-^fb£fT? 
T% 1 o<OBg^b^Pry^A<«¥S**Lfct LTt, 

ffe^a&^b^P^^fz:fcck-.5^tA<ffl]$iJ**L 

[0 0 5 0] fcj3 % C(DBg^bfZOl>T(*. 01 4 i Hi 

[0051] BLta>J:3i::LT. <7^-YT>hii*. p 

[0 0 5 2] L^LttA<&, «-*v-f7>HI*. Sift 

[0053] -b>x^Bi»-r*ISI=tt. 

h i li^mrlc^-f -fe>X-y— /<lC3j->5-f >&<&IM**- 

fc<o tfx-r— 4e|clt-r/W X/— (DNK) 

aWS*3KlD*<^*tTtey. EKB^ffi-^fflS-rSOICffl 

[0054] 137 i::5^>x<D«jS£gvr. ^>r-tr> 

*r-fe:/xa>«fTB£a"r. ttffltffRfi^-f-fei/XSttJB 



[0 0 5 5] fe(T(c % a>f>yi:***i5BttflM, 

o tsi Rite & 5 -< >x«/&o>0ij £ s-r o 

[0 0 5 6] 3>7>^ciO)Httflmiza« «0E)J:9lr 

d: cid = {1}. aid = {0. l). reldate = 2000^11^1 
OB 

[00 57] Ztllt. P>-r^ % ^IDttK 

Di4ofcctt/i (en*,, o§<D7— -r-rx h£i§<z>7— t- 
-r^^p^) . u y — xei*2ooo^ii^ioB-(?fcst 

[0 0 5 8] P>-r>^c2. c3, c4a)Rte1*« 

c2: cid = {2}, aid = (O), reldate = 2000^12^208 
c3: cid = {3}, aid = {0) , reldate = 2001^3^1 B 
c4: cid = {4], aid = {0} , reldate = 2001^10^21 B 

11 : cid 3 1 V cid s 2 

[0 0 5 9] C*t«Zcfcy. jpJffl«r1(*P>'f>^c1i:c2 

>yc1&c2£«ffl-r**A<"C&*. 
[0 0 6 0] ^-f Hzr/XI20>JSttSfefrtt. ^(DcfcafzfH 

12: aid 3 0 A (2001^1^1 B < reldate < 2001 *£1 2 
£31 B) 

[006 1 ] C*i|* % 20013MCU y— X£*L*:0§(D7 

-f -b>Xl2(4n>^>^c3i:c4(c^jS-rSo -<DB#;5 
t? % 4r>XI2A<*3a3te3g5K-ei*. =J>t->S/c3£c4 

c5: cid = (5} , aid = {0} , reldate = {2001^12^1 
B} 

[0062] COn>f>7^=l>f>7^-/^3^b 

l2*«»Lrt^*^5-f 7> h 1 8rfcl=5-f-fe:/ 

[0 0 6 3] ^bO)a >-T>^CDlB^, IS{f^J£# 

A<$rfcfc<X hfigi: LT=3>"r>^c1, c2, c5£*§^<& 

5tc^^-te>Xl3^^ffr*tlS. =1 >T->^S»rfclzft 

^^^SffiLr. ^<X HK«*3^pT1IBl»ft*. 
13: cid 3 1 V cid s 2 V cid ^ 5 
[0064] C0)^51ZLX. mmmfr ' 55tii*<D=3> 



[0 0 6 5] Sfc. 7— -r-f X h£ffl«Lfc«tt*tt* 

»J-±» ^^f^-, *3»*^ ffiBB 

[0 0 6 6] £fc. The Al fee Best (#J;tl£=l >^r>V 
IDS»J*&f4) o 

[0 0 6 7] *3fx^y^>3> exfcL 

[00 6 8] Hz>XI40>attCDftfrS. ^<7)<fc5lC 

14: cid 3 3 V cid 3 4 V sid 3 1 
[006 9] C<D^^>XI4£FJ?^LTl*<S>£7*f7 

c6: cid = {6}, sid = (1} 
c7: cid = {7}, sid = {1} 
[007 0] ZCDm^s 5-f-fe>XI4£J#oTl*4*^ 

-f7>HI4, «fcl::5**>x*BA**iMJfc<. 
=l>T->»>c6fcc7$fiJffl-rS*4t-C#«. ^iat, 

**ffr«*lc«fey, ^•Y-fe>xl4£}£oTl^£ ; 7*f 

flB * =j > t- > y £ ii An L r I * < m h < t? # & o 
[007 1 ] C0>J:3lz % SteSM^JSttSB, JBtt 

fits Rtsmmmn^ mmmw^momn-^m^^b 

[0 0 7 2] ■ttftft(c***L«3t»*l*cc:iz*if 5 

[007 3] H8*#RBLT, £^*f7> h 1 A<n:>T- 
> ^ £S£-T £ «•& O 5Q3I iz o I > r IK BJ3 f 3 o 

[0 0 7 4] Xf^S4 1 iCfclvC, S^-fT^M 

(DCPU2 1I4, -0WA*»2 6*»frT *c£-C*8 
« Ltzz\ >^f>y ID So 
[0 0 7 5] *LT* CPU2 1I4* =I>t->^ID*K» 

[0 0 7 6] ifclZ, Xf'^S 4 2l=il*K CPU 2 1 

<*f-tr>X*<, <75^T>hi lz*yRI=»»**i, tBtt 
SB 2 8lc|Bll*#LTt^*^5^S2Rlfi-r*« ^CDcfcd^ 



So 

[007 7] X^ry^S 4 2(Cfcl>T, ^ -< -fe >X#BS 
at^, CPU 2 1 (4* ^#3?tlTl>S^-f 4z>XI4^xi!)S8 

©*»«R836<ro=at7L-c^*4:*jsa?tLfca*, cpu 
2114, x-x^^s 4 5\zm^ ^-f-fevxEBnas* 

SfrfSo c^^^-tr^xMSfSft^cDpJtfflJ*, 08(0:7 

[0078] Xf 4 ^S4 4fcfci\r, ^-T-tr^xii^ 
*=*»«8JBrt-e**4:fl^**Lfc*^ £/cl4. X^^ 

^^S45 P iZst^ CPU2 1I4 S rj>^>^(D^^^(Z 

ttfrhm*m&&xs^^*>7.\z^fr&mi-m&& 

^S4 6|cat^ CPU2H4. flt^b*^Tt^n>^ 

> x y^—' 9 £fS1IS|5 2 8^6MU RAM2 3lC«ltt 
£i±<5o f Ltx Xf 7^S4 7lzSlNts CPU 2 1 
I*. RAM 2 3lzmm$Htz^itynv<7(D^—$$:^ 

ms<D "r— $ \zmrn. £ *it t^s vs^it -juvv m^.v , 

[0 0 7 9] CPU 2 1 14. £ b>(^ X-x^^S 4 8lzfc 

CPU 2 1 It. AU*-f X3 2fr&tti*fiP 

[0080] El9-lEl11^ffllNr^^^7> h*<^-<-fe 

>x-y— /<4^&5-f -tr>x^HfT^-r*ffli3l^l5i0^-r 

So 

[00 8 1 ] H9l±^^-f 7> H (Di— 1f*<fiJfflLfc 

a>T-> % ;/*»j£L5**:/x-fr— /<4ic^^r-fe>xu 

X hO>fi**Ji^«i: % CPU 2 1 (4. ii«g»2 9^*J 

SPL. *y h2 $<Hta>f^1J- /^3lc 

ll^^^fca >f>Wa >^> % >iD^#t;^-r-tr>x 
'JXhMSSft*, v-f-tz>X-y— A4l4^-f -tz> 



ft^fBKLfc^-trVXyx h^^7-f7> h 1 lci£ 
fts"3"S 0 

[0 0 8 2] £ v-fTV h 1 j6<5>f-fe>X-y— /*4 7^£ 
7-ft>XUX h^SfrTSi:. CPU2 1 I4 % * th*ffl2 

7lz^*f-tz>xy X hlc#£;KS«- : 7-<-tr>XCDlf$S£ 
^"TSo a— !f **HU BrSa-TS^-f-fe 

>X*a«-T*t, CPU 2 1 It. ®«§P2 9£$IJ$PL. S 

fc 5 -tr >X<D^ -f -tr >X I D<t $§3fc l D t U&m<DOL—+f 

K£^t^>f-tr>X^£0g4§-<fcLTi£ 
fTT^o ^-f -tr>X-tJ— /UlW7^f7> h 1 7b^5£ft 

£ftfc^*>x^#£g{rrs£. s^-rs^-f-trv 

X58frJB3I£frofc8L ^-f-tr^X^Uz^fLS^ 
-tr >X IDfc£fj£-^£^7-< -lz>X2:£ 7-<7>h 1 ici^fi 

-rs 0 ^^^t> h i 1*5** >x*— /<4fr&s{t* 

#fb**LT-b*i7<i:tt«[-eEtt«2 8lc{fc#iT£ 0 
[0083] Bl±0>J:5lcLT\ 3.— tf Itt ^ T > h 

Wkm*, 3.— Wl^-iT^ hlcF^LT^'Sa >^f> 
SSfELfcfglc. ^CD3>^>y£?S±-f S 

[0 0 8 4] 3.— tf35«#att**f*StgSLT5 

-r. ^--if^LiN^-r-tz>x$^i^-r-5fc^a>. ^-f 

-tz>X«, ^-tr>X(D?f3I % 5-f-b>X4<?iJfflprffi4: 

»f^-i"«cticj:-DriS3e-r*i: % cpu 2 i (4. jmas 
i£frrs 0 3>^>y-*-/*(4^^7> hi 

£*xfc^-tr>xyx ^-r-h>x 
yx hs*i=**^«a*ftfr*»fc-r5-f -b>x*ia 

HS&2 8^e>&3iU ^-f-tr ^xiD^co^&^-r-tr >xiz 
3£{f*3"So 

[008 5] t^JTls h 1 A<^^-tr>X+J— A4^C> 
7-f-fe>xyx h CPU 2 1f4. tti*^2 

7 fc ^ -f -tr > x u x h iz # * *t -5 $ ^ -f -tr >x CD fiihfS £ 

^^zmtR-tzk. cpu2Ki > sMtep2 9»u s 

SL3&t*0)ffiSffilI(Zcky-tr-v*>a>*^Lfc«, 

fc5^-tr>X(D5^-b>xiDttti*iDfcH*ffla>a.— -tP 
id&u;/<vX9- K££fr5**>x5*£Bi#fl:LT3l 
{TfS 0 5-f-fe:/X-y— /<4li*5*f 7> hi A^e>i^lB 



^*ftfli3asffofca. ^-tr^x^iz^sfts^ 

■b>XI0|c*fiS-rS5-f -tz>X*^^-f 7> h 1 ic^ffi 

f*. ^ v-f 7> h i i4^*f -tz>x-y— /<4^e>iife(i$ 

*tfc5-f-fe>XSS«-r*£ % £{f Lfc^-<-tr>X£lJg 
*ftifLr-b*a.7«j:ttJB-CIBtt»2 SIcfiMW 

So 

[0 0 8 6] ]^±<7)cfc5lcLT. 3.— If I4& LIN ^-fc 
[0 0 8 7] »fc % 3.— tF*<&Ll^^-tr^X(D^>f-tr 

[0 0 8 8] 3.— ifA<^-f -t?>XID$A*gP2 6 

LA* Lt, &Ll^-r-tr>XCD^-tr>xiD£*g£-r 
Si:. CPU 2 1 14. il{ta!2 9£$IJ$PL. SSUf^CDfflS 

|gSE^,ky-tr-/S/3>$^Lfc^ h2 

co v -r -tr >x i d t ag^ i d t m&mo^.— if i dxix/ u ^ 

-K^^t^>f-tr>X^*^&&^bLT^«-rSo ^-f 
-te>X-y— T> h 1 ^&i^«*ttfc^-<-tz 
>X^3R£g{rr££. »5E-T4^-f -b^XSgfrfiiS* 
ftotc^:. ^-r4r>X^(c^*tiS^^-tr>XlDfz^ 
ifc-f -tr>x£^*f7> h 1 fcigffi-rSo ^^-f 
T> h 1 fi^^4r>Xif-/^4^t,^«$Hfc^-<-tr> 
X^Sm-rSi:, S«Lf-^-<-tr>X5-Bg^b^^ LT 
•fe*i7#tttt-CB«S2 8{z(S^-rSo 

[0 0 8 9] lil±0>J:3fcLTs 3.—- tFli^gfeif fcffi 
ft * *l T I *5 ^ -tr > X <7> JS ^ £ ^ t> ^ -tr > X I D ^ 
fijy. ^CD^^-tr>XID^fg^-rS-<t-CF^Sf s^-< 
>X S C i: £ So 

[0 0 9 0] ^fc. Webif-f h (DHTML:? i^l^^ 

— ;u^(c^-< -tr>x i D^-^t^^r-tz^x-y— /<CDURL 

a)u><7itfS7!)<fBiE3?tiT*>y, -tf y ^ 

SS-rScfcaicLT^mt^o 
[009 1 ] g]12(D^P— h$#ILts tB9 

CCDli-&(CfclNTt. g]2CD^ : ^>rT> h 1 (Dm 
jS.lt. ^-<-tr>Xif-/^4CDm^^ LTt?lffi*Wo 
[0 0 9 2] ilDCXf 7^S1 0 2IZfclNT. CPU 2 

1 tt^-f-fe^xSsRlc^S^LS^-f -b>XlD, aS-fcID, 

[00 93] fit, ^-trVX+J-— /<4CDCPU2 1 

14. a«fiB2 9fr&!8*-0— /^Sfcy^-trx L, 3.— tf 

iD<t/^x9— Kic*t/s-rs3.— ifcD-^m«aa*s*t- 

So /\*5li, -f h2*^LT^^-tr 

if iDt/\°x9- K(r«is-rs3— tfofa^ostui^Bs 
ftif*n*u *a>3.— tf*<. 5g^ic^^-tr>x<D«{ffi 

CD^^Al^CDSI$SA<^>S^ : § : ^^^i:^Pl'<, -tCDcfea^H 



[0094] xt^?si 04izfci^r. ^-f-fe>x* 

-/<4<7>CPU2 i its gft*- /<5frt><D5-mm&tf. 

^ -r -ir > x £ ^ c t £ itg-r s ^«$sm r* & a * 

lz& % Tsn-y-Js 1 o Slcii^ ^-tzVXIDdfcfnS-f 
^-f-tr^X^-S^— Xfr&BiytH U ^-f 4z>X 

[0 0 9 5] f Lt, X^'V^S 1 0 7lzm&s =5 4 "fe 
/*4(7>CPU2 1 14. *0>ffl5KlDtlI-T-S«6<(* 

[0096] xf«^si o sfzfci^T^-r-fevxtf--- 

/*40)CPU2 1 I*, Xf'^S i 0 
<f Lfc^-f -tz^X^X-x^ 1 0 2<Di&3!t?Bl 
^ZL~if ID^/^X^- KIC^LT, IBSSP 2 8 ICE 
SSi±S 0 $ ^!C X Xf 7^S1 0 9(Zfcl>T. CPU 2 

i I*, Bft«a*S8fr-rs. JK*MI::I4. cpu 2 i 14. 

1HISB2 9 4^6R*-y— /*5(Z, *<0zl— »f IDi/*X9 

ft*— /*5I4, cop^CD^fzS^l^T, ^-cdj.— tf 

ic»-r&isft«!ig£8HT-r«. ±aLfc<fc5ic, ccd is 

5tt»ftl::i4 % VL'& S tfl4. ^-iz>X(Dtt-5- 

£^5fcLfc<!: LTi, ^4z>x$glt3;i<tj!)<-C£# 

[0 0 9 7] C(7)ii^(-(i x Rft*— A5fr 

T < £<0"e, X^ry^S 1 0 4fr&X-x^:7s 1 1 QIC 

a*« cpu2iri % x^— aua^sgtr-r*. *f*wi:: 

14, 5-f-fe>X*— /<4<DCPU2 1 (4. ®flg|52 9^$IJ 

[0098] C0)i§£\ ±3ZELfc<fc5^. ^^7^7 
[0 0 9 9] Hi 3 ^ffl^T^-f-tr^xA^UfflpI 

[0100]a-f*<A*a26^iftU ^-fe>X 

^s^-r^^; cpuii. sm$P2 9^$ijffliL, 

>f42>XCD : 7^-tz>XID$'^t;zi>T'>^UX hfi#£ 
>XlD£iay Uf. ^iz:>x*-/*4l4 : 7-<-fe>XID 



[0101] ^7^7>h1 !4l±J:fc^£ft]fWLT:3 

>^«jx h^sfi-r^^a >t->^ ux hfz$**t5# 

a>f>7?IS;t§t, ^^-<T> h 1 fi=i>^>^ 

•T^o £^-f TV h 1 14=3 >iF->^i^— /^3^b=l >T" 

>y£a<rrs<t. &mLtz=i>T>y&mmt$2 a\z 

[0 1 O 2] JsUiCDcfcdlCLT. 1fl45-f -fe>*|= 

[o 1 o 3] Hi 4 1*. Jp-K+txh-f^'J^y 

3> (Broadcast Encryption) 4— (D^S^jEtlzS 

4(C^$tL^J:5!c. ^r-~|* % HWi "J — «Jft t * ti. 
ITS^'J-^ (leaf) A<<l>!?a>-x/\VXIC*tlS-r^o 
El14 0^J<Diii^. S-§-0^&S-§-1 5^T?C7)1 6m<D 

[0 1 0 4] #+—14. H«5tLEPt?^5?*t-6#y— Klz 

— KO, K1A<. 3SacDy— KlZ^j£LT^r—K0 0 
JbSKI 1*<. m4#acDy-KlC^LT+-K0 0 
OT^M^— K1 1 1A<. ^^^tt^JS^tLTl^^p -?-L 

^-K00007!igK1 1 1 1#. 

[oi OS] K««jafc4*iTL^*fc». «5etf. 

K001 Ot 0 0 11 (D±fiC7)^r— (4. K 0 0 1 t 
£*U 3r— K 0 0 0 £*r—K 0 0 1 <D±<SCD^r~l4. K 
00t**ltlN§ e mT(^4ifC % t-K00^-K0 
1 <D±te(D*™l4, KOt^, +-KOt*-K10 
±{i<D^— (4, KR£$*lTl*&o 
[0 10 6] 3>^>^*fljfflf *fc»ICffl^-6*~ 

14, *TSfl)f/Wxy-K (U— 7) ^±IS(7> 

hy — k*-c<di otD/'vxtD^y — KrcWiSfS* 

+-K0 0 1 1, K001, KOO, KO, 



[0107] ^0^<Dv^^Arcfc^rii. m^iis m 

1 5l=$3*L£ 8 x 2 4 x 3 2&CDy — Kl^fcf 

*<»JC*ti4o CClcfclfS^T-zf'J £1*, ^J^Ii^^E 

y £jtR*-rSo 

[oio8] hi sco#]-chfc. n>— hy — K^b8Sl 

So CtllC^y. &J1 6 (=224 = ftj1 6 0^) <7> 

<D3 2«0>BJil=<fcy % $34*15 (=232 = &]4 OfS) 
— FlZtj tf s DNK (Device Node Key) 

tie 

[O 1 0 9] 64 (=8 + 24 + 3 

2) KT?^/i£$H*/^(7)W(01 0|C*fj££ 

e> *l / % m f& •? s j — ki c *f is-r -5 ^ — & m t * e> *i 

*fflt^Tlft#<b**L % gJSCDEKBftlZlBg^ftSo S 

h >f -tr > x-tt— / *ize»-r s <t ^ i3ix«-r s-y— tf 

0^7^7>M lz-5-*_£;txSo 
[OIIO] l^-iTZs h 1 I3\ ■+*— exf-' SifcfBi^ 

be ^ $ s e k b a i z i a a $ ft r i * s n ia co ± (a a) pg n 

So Jsl±CD«aS^I1^9Ct-C?. ^7^>TT> hi I*. 

[01 1 1] ^7-f7>Kl l*Cl±0>EKB<D«-9-«yffi£ 

US=l>^>*y*— KR(KC)£m-5§-U =3>^f>^^~KC 

[0 112] ftfc\ **Wf::asitS4F—te. DHfccfc 
Slc^ftScfc-pft^P--- K+A'X h-f y 

[0 113] Sfc, **M^afflS4l*^^ YT> h 
l^#S/\°— V^;U=l >tfi — $M9UZ, PDA (Per 
sonal Digital Assistants) % St^lfSfcl. V~ Aig* 

aft^fc-razttf-es*. 



[0114] -m<D$km& h^xTJcj: ymr*i± 

/*-v^;ua>t°zL-£ ft h?— *^fB«« 

tefr >x I — ;u$fts Q 
[0115] C(DfB^«6(*|*. Bl2|r^fcfc'5«c, 

*fr£*iS. ^Py^A^)<IB|^$ft-c^SffltST-<X^4 

1 (7P^ef-fX^$^t;) s 4*5 4 2. (CD-R 

OM (Compact Disk-Read On I yMemory) , DVD (D i g i ta 1 Versa 
tile Disk)££-t;) . 4 3 (MD (Mini 

-Disk) £^t?) % t,L<l*^<*>^y 4 4<Cifcfey 

5. ^Py^AA<fBil*+iri^SR0M2 2-V\ E1EW2 
8 fz$^ftS/\— K-r -f 3Si-C««* ftSo 
[0 116] *B^$ffl^|cfct%r. CftHl^lzlBft 

$ftS^P^^A^taizE*rSX^^^(*. lBK**tfclK 

[0 117] ^fc, *B^$ffl#fCfc^T. S/XTA^Ii, 

So 

[O 1 1 8] 

lis ^^b$ftfc^-^<b^>-x>^<DB'tt1Sffi^, »f 
I^U ^ >X IzJIttgM* cfc d 

ftic^^-r set 7b<pj«g <p So 

[gl®CD©mftUiP^] 

So 

[03] Ml <D<7 =7<<Tls hCD=3 >^>^0^^>P~ 

[EI4] El i cd=3 >ir>^-9— /^(7)zj ls^r>y&m9&m 
[05] -r— ^ — hcDffiJ^^-TEir'fcSo 

men «ttaaa>aa*i»wr«ia-e*4. 

[07] ^^-ir>Xc7)^/£$^-rgJT^So 

[08] <?3-<t> h<DM±^^mmt^yo~^^ 

-h^fcSo 



(11) 



[Hi 0] 5-f -tr>xffiftfti31$SiB^-rS7P— ^-v- 

[H14] a>*j**»w-r«H-i?fc*. 



[His] ^—ommt^^ *>x<&ii8«£ift?rr* 

[016] Hz>x-y— /<a>7-f-b>x#^ffia*ift 

1-1, 1-2 ^7-f7> h, 2 -f>£— 
h, 3 =3>^r>^^— /<, 4 ^-f-tr>Xit- 
5 2 0 2 1 CPU, 

2 4 Ht-SHb«-S-» f 2 5 zj— ^r^SB, 2 6 
A*SP, 2 7tb*SP, 2 8 2 9 i 



[HI 3 



[13] 




1 



[B2] 





25 



31 



32 



Y 

28 



T 

29 



1 30 

— i — < 



@®@5 

41 42 43 44 

SEE * ft ¥ 

ft y m s 

7* -r ft » 

* x -t 5 * 

^ x u 



03 



[H7] 















T 








T 






r 


■r 













SI 



S2 



S3 



S4 



(12) 



[H4] 



[05] 



< 



tTT\ s 
^1/ 



EE 



%1 



I 



S22 



S23 



S24 



«arr* 



i 



S25 



4 



S26 



[H6] 





|EnayptionBlodc1 |EnayptkmBlock2|Enayp0cHiiio^ 



Attribute List Signature 



EKB 



A 



Kr(Kc)| 



CD 



Codec.etc.J Usage rules/status URL 



[B8] 



S41 



l l I - - I III 111 UN ^Mllll^h I ■ . 



S42 



Jb^fSS tin >«A*? 





rni 


CID 




RCID 


UO-HfittID 


CUD 


^VT-V^SBfr^ID 


AID 




RelDate 




GID 




UD 




SID 




URL 


^^•te>^-y-/XCDURL 



I 



|Y es 




No 



S46 
S47 



3 



Rfes 



Bflratime=i;/ 




S48 



S49 





No 




CBC mode 
K'c=Hash(Kc,Seed) 



S43 



S45 



S50 




H8 



(13) 



[EI 9] 



[mi o] 



MA 



UXhS* (IMtftft) 



_ SSL Session 



H9 



10 



SSL Session 

*ffe>ags(irasiDimgD.mD,pw) 



011 



[Hi 2] 



i— F ID. /W-H 



S102 




S103 



■ wS104 

SI 05 



fffSttRyirttsfsiD&ji 



i 



i 



i 



S107 



5108 



S109 



S110 




(14) 



[hi 3] 




T-system 



DNK 



Lic.#1 



013 



CHI 4] 



KR 




014 



> 

(15) 




[JiffiB] W-f&l S*£3R 1 3 S (2 O 03. 3. 1 
3) 

[JFflMft jE 1 ] 

fijffl-e ^? ^ a >t- a> flrcHttiimizH-r saH*£E 

i£ LfcJlte&tt^i^ -f -b >X ^Sffif -5 ^ -< -b >X 
Btrta^-f -b>X ^IBH-r&^-f -tr ^XlEtS^Kiu 

^ai=§att£;h.Ti^^-b^;i tftM#&fr*;£fr-#-fr 
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